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ABOUT MY LAB @CEA
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• Interested in designing methods & tools helping to develop very

safe/secure systems

• Technical core

• Formal methods, program analysis

• Logic and automated reasoning

• Application fields

• Security 

• Software engineering
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ME, MYSELF and I

Programming-language oriented

view of security
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The BINSEC tool

Still very young!

Semantic analysis for binary-level security

Lift methods from source-level safety

Some features

• Explore, simplify, prove

• Multi-architecture
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• Goal of the course: 

• Give an overview of software security

• Understand that security is not all about crypto (= design-level)

• Present typical code-level attacks & defenses

• Covered: control-flow hijacking, buffer overflow, obfuscation, reverse, 

tampering, malware

• Today: overview + basis of programming language semantic / compilers
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« Code-level Security » IN A NUTSHELL
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OUTLINE 

• Preamble

• Context

• The security game

• Some attacks

• Whole course overview

• There is still hope! (building secure systems)

• Conclusion
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Leak of personal health 

insurance from weakly-

protected database

Security researcher discovers 

exposed cloud-based 

database of US voters.

Privacy breach on an online 

dating site

Leak of unprotected user 

credentials and passwords

Attacks compromise an HVAC 

system, install malware and 

exfiltrate payment information 

without being detected

Stuxnet : 

attack on 

critical control 

systems
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2017: THE YEAR OF THE RANSOMWARE 

• Real ransomware

• Fake ransomware
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DNC HACK in US ELECTIONS (2016) 

APT: highly sophisticated attacks

• Targeted malware

• Written by experts

• Attack: 0-days

• Defense: stealth, obfuscation

• Sponsored by states or mafia
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An older state-level attack: stuxnet
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2552 #ifndef OPENSSL_NO_HEARTBEATS

2553 int

2554 tls1_process_heartbeat(SSL *s)

2555         {
2556         unsigned char *p = &s->s3->rrec.data[0], *pl;

[…]

2561         /* Read type and payload length first */

2562         hbtype = *p++;

2563         n2s(p, payload);

2564         pl = p;

[…]

2571         if (hbtype == TLS1_HB_REQUEST)

2572                 { 
[…]

2583                 /* Enter response type, length and copy payload */

2584                 *bp++ = TLS1_HB_RESPONSE;

2585                 s2n(payload, bp);

2586                 memcpy(bp, pl, payload);

2587                 bp += payload;

2588                 /* Random padding */

2589                 RAND_pseudo_bytes(bp, padding);

2590

2591                 r = ssl3_write_bytes(s, TLS1_RT_HEARTBEAT, buffer, 
3 + payload + padding);

2592

2593                 if (r >= 0 && s->msg_callback)

2594                         s->msg_callback(1, s->version, 
TLS1_RT_HEARTBEAT,

2595                                 buffer, 3 + payload + padding,

2596                                 s, s->msg_callback_arg);

2597

2598                 OPENSSL_free(buffer);

2599

Read ‘payload’ from 

input packet

Copy a memory chunk of 

size ‘payload’

Open-source 

cryptographic library
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A STRONG INCENTIVE 

TO BEING BAD 

• Dark & Grey Industry

• Exploits for iOS are priced 1.5 M$

• Profits

• Don’t pay
• software, games, vod, etc.

• Get money 
• ransomware, blackmail, credit card number

• bitcoin accounts, id & passport scans, …  

• Run a business 
• botnet aas, ddos aas, exploitation kits  

• new exploits, …                                   

• Also: state-level actors
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A STRANGE ECOSYSTEM 
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A STRANGE ECOSYSTEM 
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OUTLINE 

• Preamble

• Context

• The security game

• Some attacks

• Whole course overview

• There is still hope! (building secure systems)

• Conclusion
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THE GOOD, THE BAD & THE INNOCENT 

• The defender: try to secure the system

• The attacker: try to abuse the system 

• Why: for fun & profit

• How: by taking advantage of system flaws [see after]

• The user: collateral damage
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FLAWS? 

• Design or implementation

• Don’t we know how to build very safe systems? Yes, but …

• Legacy

• Time-to-market & « add-this-fancy-feature » pressure  (web) 

• Cost pressure (embedded systems)

• And: programming is very complex

• And: security is harder than safety
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PROGRAMMING IS COMPLEX
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SECURITY vs SAFETY 

• Assumption: software correct @ 99.9999999% 

• Safety: good enough

• Nature will not be that nasty

• Security: not good enough

• Attacker may be that nasty!
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SECURITY vs SAFETY 
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BY THE WAY 

• Know your enemy

• Scriptkiddy: security updates, strong passwords

• …

• Government: hum …  

• Remember: game for profit

• No profit  no attacker

• Just raise the bar enough (ex: video games, vulnerability hunting)

• Duality of security

• Exploits  kill your PC or a botnet, spy a terrorist or you

• Obfuscation protect IP or ransomware
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STATE OF THE WAR 

• In a few situations, the defender has a clear advantage

• The miracle of « provable crypto »

• Can reveal its method, no efficient way to break it (if well implemented)

• In most situations: cat-and-mouse game and advantage to attacker

• try to be one step ahead

• raise the bar enough
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CLASSIFICATION OF ATTACKS (1) 

MITM: Man-In-The-Middle

Attacker is on the network

• Observe messages

• Forge messages

Realm of cryptos
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CLASSIFICATION OF ATTACKS (2) 

« Man-Beyond-The-Door »

Attacker has limited access

• Try to escalate

• Forge specially crafted files/queries

Realm of program analysis
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CLASSIFICATION OF ATTACKS (3) 

MATE: Man-At-The-End

Attacker is on the computer

• R/W the code

• Execute step by step

• Patch on-the-fly

Realm of program analysis? 

White-box crypto?
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MAN IN THE MIDDLE (1) 

Needham-Schroeder protocol (1969) 

• Exchange key + mutual authentification

• Goal = negotiate a symmetric (private) key for a session 

Context: assymetric encryption

• each participant has a public key and a private key

• Public key encodes, private key decodes (perfect crypto) 

Did you find it?
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MAN IN THE MIDDLE (2) 

Attack by Lowe after 17 years (1986) 

• Even with perfect crypto primitives!

• Bob & Alice both think they talk to each other

• Attacker spies everything

Can be patched! 

<how?>



| 30Sébastien Bardin  -- ENSTA Course 2017-2018

SQL INJECTION 
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SQL INJECTION (2) Can be patched! 

<how?>
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CODE TAMPERING 

char[4] buff,secret; 

buff = getInput();

secret = getPassword(); 

for (i=0 to 3) do

if(buff[i] != secret[i]) then

return false;

endif

endFor

return true; 



| 33Sébastien Bardin  -- ENSTA Course 2017-2018

OUTLINE 

• Preamble

• Context

• The security game

• Some attacks

• Whole course overview

• There is still hope! (building secure systems)

• Conclusion



| 34Sébastien Bardin  -- ENSTA Course 2017-2018

PLANNING (may change) 

• Overview + basis of language semantics & compilers

• [MBTD] Control-flow integrity: attack

• [MBTD] Control-flow integrity: defense & attack

• [MATE] Obfuscation: basic attacks & defense

• [MATE] Obfuscation: advanced attacks and defense

• xx a bit of everything, including malware xx

• Exam
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MBTD & control-flow hijacking

« Man-Beyond-The-Door »

Attacker has limited access

• Try to escalate

• Forge specially crafted files/queries
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CONTROL-FLOW INTEGRITY 

• Attacker tries to deviate the execution flow of the program

• The typical « buffer overflow » attack

• Control-flow hijacking

• Control-flow integrity techniques tries to prevent it, or stop it

• Several defenses, and attacks, and defenses, etc. 
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MATE & obfuscation

MATE: Man-At-The-End

Attacker is on the computer

• R/W the code

• Execute step by step

• Patch on-the-fly
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OBFUSCATION 

Transform P into P’ such that

• P’ behaves like P 

• P’ roughly as efficient as P

• P’ is very hard to understand

State of the art

• No usable math-proven solution

• Useful ad hoc solutions (strength?)
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DEOBFUSCATION 

• Ideally, get P back from P’

• Or, get close enough

• Or, help understand P
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REVERSE CAN BECOME A NIGHTMARE (OBFUSCATION)

Obfuscation: make a code 

hard to reverse
• self-modification

• encryption

• virtualization

• code overlapping

• opaque predicates

• callstack tampering

• … 

Goal: help malware comprehension

• Identify and simplify protections

• Ideal =  revert protections
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ABOUT FORMAL METHODS

Success in safety-critical
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A DREAM COME TRUE … IN CERTAIN DOMAINS



| 45Sébastien Bardin  -- ENSTA Course 2017-2018

A DREAM COME TRUE … IN CERTAIN DOMAINS (2)
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NOW IN SECURITY 

Formally-hardened drone

• memory safety

• ignores bad messages

Red team attack

• 6 weeks, access to source

• no security bug found
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Other successes

SAGE

SSL/TLS v3



| 48Sébastien Bardin  -- ENSTA Course 2017-2018

SO … 

• There is hope! 

• Technology is here (better programming languages, test & analysis tools, etc.)

• Great proofs of concepts 

• Know-how from critical regulated domains

• Raising the bar is already very good

• But, security must be taken seriously from the start

• Beware: attackers do not always need vuln

• The case of Android malware

• Attacks look for personal data

• Just have to fake a normal app and ask
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MORE FUN SOON 

• IoT

• Billions of cheap connected devices

• Cheap means only few security beware of botnets and spying

• Artificial intelligence and learning

• Possible to fool learning (defcon)

• How to find such « vuln » ahead?

• IOT + AI = autonomous car!
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TAKE AWAY 

• Software security is crucial (of course)

• More & more important over the years (AI, cars, cobots/laws, etc.)

• Significant incentive to bad behaviours

• Need to get ready!

• Security is not all about crypto!  

• Also (mainly?) a program analysis problem

• Security is very different from safety

• Attacker

• Many security properties are tricky to precisely state

• Good practice & tools exist, creating secure systems is feasible

• Yet, hard
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Input model? 

A set of relevant behaviours

• Reachable states

• Traces (finite or infinite)

• Execution Tree

• …
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Specification? 

A set of good behaviours

• Reachable states

• Traces (finite or infinite)

• Execution Tree

• …

• Clearly specified

• Logic, automata, etc.
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Algorithmic check (1) 

A set of relevant behaviours

• Reachable states

• Traces (finite or infinite)

• Execution Tree

• …

A set of good behaviours

• Reachable states

• Traces (finite or infinite)

• Execution Tree

• …

╞


