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Fault attacks

le Fault Tolerance

m Fault Detection

&

Reverse-engineerine

Encryption

SW/HW co-design of Security Solutions:

« Complementarity of HW ans SW solutions

« Systematic application of SW counter-measures
=>» Work within the compiler
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POLYMORPHISM:
Automatic hiding
based on dynamic
code generation

Reverse-engineering

ENCRYPTION:
Compile-time
program encryption +
HW support for
decryption
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Code Polymorphism

Principle: regularly changethe behavior of acomponent, at
runtime, while maintaining unchanged its functional properties.

\ Poly
code
gen.
library

rand()

foo.c

binary image
: Platform
cogito-odo :
.0do. compile

| Polymorphic
instance

Unprotected Iy

'v"‘“l‘%‘ll‘b” JY‘UH““ ‘h“'" lr'“lm‘fu'ld ;" MHN H]{‘ u‘ﬂu"l “y‘uw' hi "“W ! Protected
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N. Belleville, D. Couroussé, K. Heydemann, and H.-P. Charles. 2018. Automated Software Protection for the Masses
Against Side-Channel Attacks. ACM Trans. Archit. Code Optim. 15, 4, Article 47 (November 2018), 27 pages.
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FROM RESEARCH TO INBUSTRY

Ceatech

Code Encryption

Hardware

isBranch

branch address
' PC
A
| ()

C source
files

key ) :
¥ IV Slot Insertion [Init Vec: IVO
Tra add a0, al, a2 add a0, al, a2
. L rivium bne a2, a0, label bne a2, a0, label
rese
v /\ /\
sb ad, 0(ab) xor a6,aT,al Init Vec: 1IV1 xor a6,a7,al
sb a0, 0(a5)
Instruction ah —
Memory —I' IR
A Vo
/¢ instructions
/¢ encrypted
I /4 with IVO
------ Binary Program
Encryption
Iv1 ;ﬁ instructions
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[ e ) e v
/f with IV
X |
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: [ — Encryption Binary
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T. Hiscock, O. Savry and L. Goubin, "Lightweight Software Encryption for Embedded Processors," 2017 Euromicro Conference on Digital
System Design (DSD), Vienna, 2017, pp. 213-220.
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POLEN : Current Status

Poly
code

cogito-odo

birfl'y image
‘Qalymorphic binEncryptor

\» de generator

CPU
w/ decrypt

(riscy, iss)
&

Journée Protection du Code et des Données | Morel Lionel (lionel.morel@cea.fr)| 2018 December the 13th |6




Polen: Current Status

°* Cogito-odo now targets RISCV ISA (+ARMV7)

* llvm-RISCV back-end generating encryption-ready binaries
° Standalone binary encryptor

* HW decryption added to the Spike Instruction Set Simulator

° Currently working on the encryption of polymorphic instances

SCA | Static Dynamic
Reverse | Reverse X
Encrypted Program x QT x C ‘

Code Polymorphism Qf x %

Encrypted program R I SC
RN ¥/

Polymorphism
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