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> To do what?
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> For who?
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Program analysis

o Behaviour analysis
Is it malicious? dangerous?

o Safety — Critical environment
Can the program reach an unwanted state? Crash?

Reverse
Information extraction

o Malware analyst
o Reversers
o Ant virus

O




Source code vs Binary

» Source code > Binary

55 89 E5
10 C7 45
00 00 00
F8 01 00
EB 17 8B
8B 45 F8
89 45 F4

int fib(int n) {
int first = 0;
int second = 1;

int tmp;
while (n--) {

tmp = first+second;
first = second; F8 89 45

second = tmp; 45 F4 89
} 8B 45 08

FF 89 55
CO0 75 DC
FC C9 C3

return first;

o High semantic & o Low semantic &
o Easy to understand & o Hard to understand &
o Not always available & o Available most of the time &
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Source code vs Binary

» Source code » Binary

55 89 E5
10 C7 45
00 00 00
F8 01 00
EB 17 8B
8B 45 F8
89 45 F4

int fib(int n) {
int first = 0;
int second = 1;

int tmp;
while (n--) {

tmp = first+second;
first = second; F8 89 45

second = tmp; 45 F4 89
} 8B 45 08

FF 89 55
CO0 75 DC
FC C9 C3

return first;

o High semantic & o Low semantic &

o Easy to understand & o Hard to understand &

o Not always available & o Available most of the time &
ria

el > Usually we do not have the source code of a malware
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Source code vs Binary

» Source code » Binary

55 89 E5
10 C7 45
00 00 00
F8 01 00
EB 17 8B
8B 45 F8
89 45 F4

int fib(int n) {
int first = 0;
int second = 1;

int tmp;
while (n--) {

tmp = first+second;
first = second; F8 89 45

second = tmp; 45 F4 89
} 8B 45 08

FF 89 55
CO0 75 DC
FC C9 C3

return first;

o High semantic & o Low semantic &

o Easyto understand & o Hard to understand &

o Not always available & o Available most of the time &
ria

» Usually we do not have the source code of a malware
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Disassembly

» Definition: From a binary file, this task aims to list the program instructions.

55 89 E5 83 EC
10 C7 45 FC 00
00 00 00 C7 45
F8 01 00 00 OO
EB 17 8B 55 FC
8B 45 F8 01 DO
89 45 F4 8B 45
F8 89 45 FC 8B
45 F4 89 45 F8
8B 45 08 8D 50
FF 89 55 08 85
CO 75 DC 8B 45
FC C9 C3




Disassembly

» Definition: From a binary file, this task aims to list the program instructions.

» push ebp

55| 89 E5 83 EC
10 C7 45 FC 00
00 00 00 C7 45
F8 01 00 00 00
EB 17 8B 55 FC
8B 45 F8 01 DO
89 45 F4 8B 45
F8 89 45 FC 8B
45 F4 89 45 F8
8B 45 08 8D 50
FF 89 55 08 85
CO 75 DC 8B 45
FC C9 C3
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Disassembly

» Definition: From a binary file, this task aims to list the program instructions.

» push ebp
|-
>

mov ebp, esp

[

|55//89 E5| 83 EC
10 C7 45 FC 00
00 00 00 C7 45
F8 01 00 00 00
EB 17 8B 55 FC
8B 45 F8 01 DO
89 45 F4 8B 45
F8 89 45 FC 8B
45 F4 89 45 F8
8B 45 08 8D 50
FF 89 55 08 85
CO 75 DC 8B 45
FC C9 C3




Disassembly

» Definition: From a binary file, this task aims to list the program instructions.

» push ebp
[ » mov ebp, esp izjh :gg esp
|55| |89 E5| 83 EC sub esp,0x10
mov DWORD PTR [ebp-0x4],0x0
ég g; gg gs gg mov DWORD PTR [ebp-0x8],0x1
Jjmp 0x2d
: F8 01 00 00 00 mov edx ,DWORD PTR [ebp-0x4]
IS ,DWORD PTR bp-0x8
§ EB 17 8B 55 FC T oot febp0x8]
g 8B 45 F8 01 DO mov ~ DWORD PTR [ebp-0xc],eax
S mov eax,DWORD PTR [ebp-0x8]
) 89 45 F4 8B 45 mov DWORD PTR [ebp-0x4],eax
g F8 89 45 FC 8B mov eax,DWORD PTR [ebp-0xc]
mov DWORD PTR [ebp-0x8],eax
45 F4 89 45 F8 mov eax,DWORD PTR [ebp+0x8]
8B 45 08 8D 50 lea edx, [eax-0x1]
FF 89 55 08 85 mov DWORD PTR [ebp+0x8],edx
test eax,eax
CO 75 DC 8B 45 jne 0x16
FC C9 C3 mov eax,DWORD PTR [ebp-0x4]
leave
ret
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Disassembly

» Definition: From a binary file, this task aims to list the program instructions.

» push ebp
| » mov ebp, esp push ebp
mov ebp,esp
|55| |89 E5| 83 EC sub esp,0x10
mov DWORD PTR [ebp-0x4],0x0
10 C7 45 FC 00 mov DWORD PTR [ebp-0x8],0x1
00 00 00 C7 45 jmp 0x2d
F8 01 00 00 00 mov edx ,DWORD PTR [ebp-0x4]
,DWORD PTR bp-0x8
EB 17 8B 55 FC T oot febp0x8]
8B 45 F8 01 DO mov DWORD PTR [ebp-0xc], eax
mov eax,DWORD PTR [ebp-0x8]
89 45 F4 8B 45 mov DWORD PTR [ebp-0x4],eax
F8 89 45 FC 8B mov eax ,DWORD PTR [ebp-0xc]
mov DWORD PTR [ebp-0x8],eax
45 F4 89 45 F8 mov eax,DWORD PTR [ebp+0x8]
8B 45 08 8D 50 lea edx, [eax-0x1]
FF 89 55 (08 85 mov DWORD PTR [ebp+0x8],edx
test eax,eax
CO 75 DC 8B 45 jne 0x16
FC C9 C3 mov eax,DWORD PTR [ebp-0x4]
leave
ret

» Problem: A binary file does not only contain code bytes
o Mixed data
o Header
Wt o
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» The disassembly problem is an undecidable problem
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Conirol Flow Graph (CFG)

> Instruction typology
o Sequential (e.g. mov al, 0x61)
o Explicit unconditional jump (e.g. jmp 0x1005121)
o Conditional jump (e.g. jnz 0x1005324)
o Jump depending on the context (e.g. jmp eax)

» Basic block
o Ordered sequence of n extended instructions (address + instruction)
o All instructions except the last one must be sequential
o Allinstructions except the first and last one must have an unique antecedent
and an unigue successor

0x4011A0: push ebp
0x4011A1: mov ebp,esp
0x4011A0: sub esp, 0x10
0x4011A6: mov DWORD PTR [ebp-0x4],0x0
0x4011AD: mov DWORD PTR [ebp-0x8],0x1
0x4011B4: jmp 0x2d
0x4011B6: mov edx,DWORD PTR [ebp-0x4]
0x4011B9: mov eax,DWORD PTR [ebp-0x8]
0x4011BC: add eax,edx
0x4011BE: mov DWORD PTR [ebp-0xc],eax
0x4011C1: mov eax,DWORD PTR [ebp-0x8]
0x4011C4: mov DWORD PTR [ebp-0x4],eax
0x4011C7: mov eax,DWORD PTR [ebp-0xc]
0x4011CA: mov DWORD PTR [ebp-0x8],eax
0x4011CD: mov eax,DWORD PTR [ebp+0x8]
0x4011DO0: lea edx, [eax-0x1]
0x4011D3: mov DWORD PTR [ebp+0x8],edx
0x4011D6: test eax,eax
0x4011D8: jne 0x16
0x4011DA: mov eax,DWORD PTR [ebp-0x4]

et e 0x4011DD: leave

""" 0x4011DE: ret




> Basic block
o Ordered sequence of n extended instructions (address + instruction)
o All instructions except the last one must be sequential
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Conirol Flow Graph (CFG)

> Instruction typology
Sequential

Explicit unconditional jump

Conditional jump

Jump depending on the context

(e.g.mov al,

(e.g. jmp 0x1005121)
(e.g. jnz 0x1005324)
(

e.g. jmp eax)

0x61)

o Allinstructions except the first and last one must have an unique antecedent

and an uniqgue successor

0x4011A0:
0x4011Al1:
0x4011A0:
0x4011A6:
0x4011AD:
0x4011B4:
0x4011B6:
0x4011B9:
0x4011BC:
0x4011BE:
0x4011C1:
0x4011C4:
0x4011C7:
0x4011CA:
0x4011CD:
0x4011DO0:
0x4011D3:
0x4011D6:
0x4011D8:
0x4011DA:
0x4011DD:
0x4011DE:

push
mov
sub
mov
mov
Jmp
mov
mov
add
mov
mov
mov
mov
mov
mov
lea
mov
test
jne
mov
leave
ret

ebp
ebp,esp
esp, 0x10
DWORD PTR
DWORD PTR
0x2d

edx, DWORD
eax,DWORD
eax,edx
DWORD PTR
eax,DWORD
DWORD PTR
eax,DWORD
DWORD PTR
eax,DWORD

[ebp-0x4],0x0
[ebp-0x8],0x1

PTR [ebp-0x4]
PTR [ebp-0x8]

[ebp-0xc],eax
PTR [ebp-0x8]
[ebp-0x4],eax
PTR [ebp-0xc]
[ebp-0x8],eax
PTR [ebp+0x8]

edx, [eax-0x1]

DWORD PTR
eax,eax
0x16
eax,DWORD

[ebp+0x8],edx

PTR [ebp-0x4]

0x4011AO0: push ebp
0x4011A1: mov ebp, esp
0x4011A3: sub esp, 0x10
0x4011A6: mov [esp-0x4], 0x0
0x4011AD: mov [esp-0x8], 0x1
0x4011B4: jmp 0x4011CD

0x4011CD: mov eax, [ebp+0x8]

0x4011D0: lea edx, [eax-0x1]
0x4011D3: [ebp+0x8], edx
0x4011D6: test eax, eax
0x4011D8: jnz 0x4011B6

0x4011B6: mov edx, [ebp-0x4]
0x4011B9: mov eax, [ebp-0x8]
0x4011BC: add eax, edx

0x4011BE: mov [ebp-0xC], eax
0x4011C1: mov eax, [ebp-0x8]
0x4011C4: mov [ebp-0x4], eax
0x4011C7: mov eax, [ebp-0xC]
0x4011CA: mov [ebp-0x8], eax

0x4011DD: leave
0x4011DE: ret

L0x401 IDA: mov eax, [ebp-0x4

)
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Conirol Flow Graph (CFG)

> Instruction typology

Sequential

Explicit unconditional jump
Conditional jump

Jump depending on the context

» Basic block
o Ordered sequence of n extended instructions (address + instruction)

o All instructions except the last one must be sequential

o Allinstructions except the first and last one must have an unique antecedent
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and an uniqgue successor

0x4011A0:
0x4011Al1:
0x4011A0:
0x4011A6:
0x4011AD:
0x4011B4:
0x4011B6:
0x4011B9:
0x4011BC:
0x4011BE:
0x4011C1:
0x4011C4:
0x4011C7:
0x4011CA:
0x4011CD:
0x4011DO0:
0x4011D3:
0x4011D6:
0x4011D8:
0x4011DA:
0x4011DD:
0x4011DE:

push ebp

mov ebp,esp

sub esp, 0x10

mov DWORD PTR [ebp-0x4],0x0
mov DWORD PTR [ebp-0x8],0x1
jmp 0x2d

mov edx,DWORD PTR [ebp-0x4]
mov eax,DWORD PTR [ebp-0x8]
add eax,edx

mov DWORD PTR [ebp-0xc],eax
mov eax,DWORD PTR [ebp-0x8]
mov DWORD PTR [ebp-0x4],eax Q
mov eax,DWORD PTR [ebp-0xc]
mov DWORD PTR [ebp-0x8],eax
mov eax,DWORD PTR [ebp+0x8]
lea edx, [eax-0x1]

mov DWORD PTR [ebp+0x8],edx
test eax,eax

jne 0x16

mov eax,DWORD PTR [ebp-0x4]
leave

ret

(e.g.mov al, 0x61)
(e.g. jmp 0x1005121)
(e.g. jnz 0x1005324)
(

e.g. jmp eax)

0x4011AO0: push ebp
0x4011A1: mov ebp, esp
0x4011A3: sub esp, 0x10
0x4011A6: mov [esp-0x4], 0x0
0x4011AD: mov [esp-0x8], 0x1
0x4011B4: jmp 0x4011CD

0x4011CD: mov eax, [ebp+0x8]
0x4011D0: lea edx, [eax-0x1]
0x4011D3: [ebp+0x8], edx
0x4011D6: test eax, eax
0x4011D8: jnz 0x4011B6

0x4011B6: mov edx, [ebp-0x4]
0x4011B9: mov eax, [ebp-0x8]
0x4011BC: add eax, edx

0x4011BE: mov [ebp-0xC], eax
0x4011C1: mov eax, [ebp-0x8]
0x4011C4: mov [ebp-0x4], eax
0x4011C7: mov eax, [ebp-0xC]
0x4011CA: mov [ebp-0x8], eax

0x4011DA: mov eax, [ebp-0x4]
0x4011DD: leave
0x4011DE: ret

13



Obfuscations

» Problem: Programs are protected against analysis

> Why?
o Intellectual property (paid software, ...)

o Hide functionality, program intelligence (Malware)

> How?
* Cryptography '\ﬂ"
e Self-modification w
. A
* Code overlapping Iy

e Anti-analysis tricks —ﬂ

||||||



Problematic and objectives

» Problematic
o Hard to disassemble a binary

o Very hard to disassemble an obfuscated binary

» Objectives
o Improve disassembly step (completeness and correction)
o Improve Control Flow Graph
o Detect statically
= (Call Stack Tampering
= Self modification
= QOpagque predicate
= Corrupted exception handler
o Give information about memory cells and registers values at the entry

i LOMQ and the exit of basic blocks

||||||
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5.

Ouvur approach

Start recursive disassembly from the program entry point until
we reach the first “jump depending on the context” instruction

Build an initial Control Flow Graph
Apply symbolic execution on each basic block

Propagate formula between basic block and resolve dynamic
jumps

Re-start disassembly from new dynamic jumps targets and so on
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Symbolic execution (BinSec)

0x1001l1de

call 0x1001374

f: BINSECT

= loria

2110000101 I
1rioolool
10000101 It

o

¢

declare-fun esp () (_ BitVec 32
declare-fun memory () (Array (_ BitVec 32) (_ BitVec 8))

I define-fun espl () (_ BitVec 32) (bvsub esp (_ bv4 32))

@ a define—fun memoryl () (Array (_ BitVec 32) (_ BitVec 8))
(store

(store
(store
(store
memory espl (_ bv227 8
)

(bvadd espl (_ bvl 32)) (_ bvl7 8
)
(bvadd espl (_ bv2 32)) (_ bv@ 8
)
(bvadd espl (_ bv3 32)) (_ bvl 8

* R. David et al., "BINSEC/SE: A Dynamic Symbolic Execution Toolkit for Binary-Level Analysis," 2016 IEEE 23rd
International Conference on Software Analysis, Evolution, and Reengineering (SANER), Suita, 2016, pp. 653-656.
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Symbolic execution (BinSec)

0x4011A0: push ebp
0x4011A1: mov ebp, esp
0x4011A3: sub esp, 0x10
0x4011A6: mov [esp-0x4], 0x0
0x4011AD: mov [esp-0x8], 0x1
0x4011B4: jmp 0x4011CD

/Ox401 1B6: mov edx, [ebp-0x4]\
0x4011B9: mov eax, [ebp-0x8]
0x4011BC: add eax, edx
0x4011BE: mov [ebp-0xC], eax
0x4011C1: mov eax, [ebp-0x8]
0x4011C4: mov [ebp-0x4], eax
0x4011C7: mov eax, [ebp-0xC]

\Ox4011CA: mov [ebp-0x8], eax )

0x4011CD: mov eax, [ebp+0x8]
0x4011DO0: lea edx, [eax-0x1]
0x4011D3: [ebp+0x8], edx
0x4011D6: test eax, eax
0x4011D8: jnz 0x4011B6

0x4011DA: mov eax, [ebp-0x4]

0x4011DD: leave
0x4011DE: ret

=5 L oriq

01101001\
211000010111
1rioolool
‘ooo0il01 It
o

ap O =
ay O =

ay O =
= O =

SMT file
(SMT-LIB)

SMT file
(SMT-LIB)

SMT file
(SMT-LIB)

SMT file
(SMT-LIB)
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Dynamic jump example

(:) mov ebx,
cmp eax,

jle D

0x5
0x2

J

[cmp eax 0x6 ]

jg D J;

“

add eax, ebx
jmp eax




) OMUD[[’L’[ 0

o1
||||||||
L]]

Dynamic jump example

?

[Cmp eax 0x6

jg D

1.
¢B Jf

“

00
|||||||

add eax, ebx
jmp eax Cbc ]

mov ebx,
cmp eax,
jle D

0x5
0x2

o]

20
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Dynamic jump example

P+ P-cond(a)

[Cmp eax 0x6

jg D

1.
¢B J*

“

add eax, ebx
jmp eax Cbc ]

[

mov ebx, 0x5
cmp eax, 0x2 d)A
jle D
Pa + Peong(a)
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[ bbra
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Dynamic jump example

?

ch + c]),cond(A)

jg D

[cmp eax 0x6

1.
¢B Jf

ba+ b-conarn *

g + d),cond(B)

Jmp_eax

Ofzm = o)

ba + b-conarn) *

ch + (bcond(B)

mov ebx, 0x5
cmp eax, 0x2 d)A
jle D

d)A + d)cond(A)

22
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Dynamic jump example

cmp eax,

mov ebxl
jle D

0x5
0x2

o]

Pa + D-cond(a)

jg D

cmp eax 0x6 ]4
[ ¢B Jf

Pa + D-condia) +

(I)B + (bcond(B)

$a + Pocondia) *

(bB + d)—.cond(B)

jmp eax

@ [add eax, ebx Cbc]

$a + P-cond(a)

(I)B + (chond(B) + (bC

> oo

Pa + Deond(a)

23



mov ebx, 0x5
cmp eax, 0x2 d)A
jle D

Pa + P_cond(n)
$a + Peond(a)

jg D

cmp eax 0x6 1
[ ¢B Jf

(bA + (chond(A) +

ch + (bcond(B)

b + D-cond(a) *

10 ‘
’OO’OI'UUH;(,’[ 11}
v ,,ﬂr,“r.‘."

(bB + qucond(B)

Jmp eax

@ [add eax, ebx ¢C]

d)A + qucond(A) +
EAX=0x8 | Ox9 | OxA | OxB

ds + D-cona(p) + Pc

|

]

|||||||| I

01100001

ol101100 H I

otiottnl

01110010 Orl O

......... *
0

24



Dynamic jump example

mov ebx, 0x5
0x2 d)A

cmp eax,
jle D

ch + cbacond(A)
d)A + cI)cond(A)

jg D

cmp eax 0x6 1
[ b )

ch + cI)acond(A) +

ch + (bcond(B)

d)A + cI)—-cond(A) +

1010014
010FPhgy1gg, “
e ,/'!"J;v,;,,
vyoo

ch + ¢~cond(B)

© [ ¢C]

jmp eax

d)A + ¢~cond(A) +
EAX=0x8 | 0x9 | OxA | OxB

i loria P + P-cona(e) + P
» Jump targets: 0x8 or 0x9 or OxA or OxB

PR —

25



Exception handler

% User , s 0S

-] ! > Possible corruptions

int 3 ! * Context registers tampering
! (. Find an appropriate ) « Return address tampering
! handler * Bypass context restoration
I * Save context (CPU
. registers, return
| \ 2ddress) ) > Detect corruptions

Handler ' * Is the saved context read and/or

- ! modified?

ret ' * |sthe saved return address
. * Restore context mOdIﬁEd?
1 : Jtérgp to saved return * |sthe handler give back the
. d ress
| control to the OS?

i __—
i

oty Return address |

o11100
ollol001

01100001 L
ol101100 °
otiolill I
01110010

.
01101001L
10 1

1rioolool I
10000101 It

26
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Corrupted exception handler example

A: mov ecx, 0x3
B: mov eax, 0x4
C: int 3

||||||
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Corrupted exception handler example

A: mov ecx, 0x3
B: mov eax, 0x4
C: int 3

\/

* Find an appropriate handler
* Save context (CPU registers, return address) in the ContextRecord struct

28



Corrupted exception handler example

A: mov ecx, 0x3
B: mov eax, 0x4
C: int 3

* Find an appropriate handler
* Save context (CPU registers, return address) in the ContextRecord struct

ol1i1o0i0
ollol001

01100001

ol1o1100 °
oriotttl O
ollio0l0 Orl
01101001¢

210 1]

1rioolool
10000101 It

Handler entry

X: mov eax, [esp + 0x0C] // eax = *ContextRecord
Y: mov [eax + 0xB8], P // ContextRecord[eip] = P
Z: ret // give back the control to the 0S

Handler exit

29



Corrupted exception handler example

A: mov ecx, 0x3
B: mov eax, 0x4
C: int 3

* Find an appropriate handler
* Save context (CPU registers, return address) in the ContextRecord struct

(’;/ Handler entry A‘\
X: mov eax, [esp + 0x0C] // eax = *ContextRecord
Y: mov [eax + 0xB8], P // ContextRecord[eip] = P
Z: ret // give back the control to the 0S

\\{/ Handler exit AJ/

AV

¢ Restore context
e Jump to user code

ol1o1100
orioninl
ol1i1o0i0
ollol001
01100001
ol1o1100

o
o110l
01110010 Orl‘ .
01101001
2110000101 It
1110010011
10000101 1 30
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Corrupted exception handler example

A: mov ecx, 0x3
B: mov eax, 0x4
C: int 3

* Find an appropriate handler
* Save context (CPU registers, return address) in the ContextRecord struct

(’;/ Handler entry A‘\
X: mov eax, [esp + 0x0C] // eax = *ContextRecord
Y: mov [eax + 0xB8], P // ContextRecord[eip] = P
Z: ret // give back the control to the 0S

\\{/ Handler exit AJ/

AV

¢ Restore context
e Jump to user code

T
P4

01101100 -

o011l — - == -

1110010 —

01101001 -~

01100001

01101100 ° Y4

otio1111 | 4

01110010 Orl‘ .

01101001¢

2110000101 11 D: mov ebx, 0x5

111001001 11

31
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Corrupted exception handler example

A: mov ecx, 0x3
B: mov eax, 0x4
C: int 3

* Save context (CPU registers, return address) in the ContextRecord struct ]

[ * Find an appropriate handler

0'fde,

Handler entry

mov eax, [esp + 0x0C] // eax = *ContextRecord
mov [eax + 0xB8], P // ContextRecord[eip] = P
ret // give back the control to the 0S

Handler exit

ol1o1100
orioninl
ol1i1o0i0
ollol001
01100001
ollotl100

= loria

2110000101 I
1rioolool
10000101 It

o

AV

* Restore context
e Jump to user code

P4
-
-
--R
-
Y4

v

D: mov ebx, 0x5

P: Payload

32
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Others objectives

» Detect Call Stack Tampering

1. Keep in mind each call seen during propagation step

2. Find ret target(s) (as for dynamic jumps)

3. Compare ret target(s) addresses with return address pushed by the last
call seen

> Detect Self modification

1. Keep in mind each disassembly address along with its opcode (tagged as
code)

2. Monitor each instruction who write at an address tagged as code and
replace the tag by tampered code

3. Raise a flag if a tampered code address is executed

» Detect Opaque Predicate

=  For each basic block ended with a condition jump instruction use the
invariant information in order to conclude about the boolean condition
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Conclusion: Work in progress

» Benchmarks

o Non obfuscated C programs

o Windows commercial packers

o Crackme obfuscated with Tigress
» Only working on ELF and PE binaries
» ARM support?

» Need to improve library calls

Thank you



